Abstract. As the 'Industry 4.0' has been proposed, the Internet of Things (IoT) has been widely used in more and more fields, and the higher demand for data acquisition efficiency. Unfortunately, the format, type, and access methods of data sources in different areas are diverse, making low efficiency of data acquisition. To address this issue, based on the data acquisition middleware of IoT (DAQ-Middleware), a novel High-speed Data Acquisition Algorithm of IoT (HDAA) is proposed. The algorithm includes parallel data acquisition algorithm and acquisition efficiency optimization heuristic method.
Introduction
With the development of pervasive computing, RFID, and sensor networks, the application and development of IoT technologies have been promoted. In different fields, the IoT realizes the acquisition, storage, analysis and display of global sensor data by connecting intelligent instruments, completes the analyzsis of big data, and guides enterprises to make strategic decisions and upgrades [1] . In order to realize data integration for existing IoT systems, the access data source also includes existing databases and data files, so the data source of the IoT is mainly divided into two parts: a) sensing instruments including smart sensors, RFID tags, computers and mobile devices; b) databases and data files. At present, no matter which kind of data source, there are different kinds of data types, communication protocols and access methods, which make the development of the IoT system extremely complicated. Obviously, it is incredible to have a uniform communication protocol and data format for different instrument manufacturers. In terms of IoT system design, many related studies have been conducted. Most of them mainly focus on the overall architecture design [2] [3] [4] [5] and data display method [6] [7] [8] [9] in IoT systems. There is no much study about the diversity of the data sources' format. In the research area of distributed systems, the relevant scholars have designed different architectures or algorithms for data acquisition system. Kovac [10] propose the use of virtual instrument technology and GPIB interface to achieve the acquisition of sensor data, which increases the convenience of access to the sensing instruments to a certain extent. Qiu et al. [11] propose a high performance data acquisition algorithm based on the analysis of dynamic delay characteristics of data acquisition. But this algorithm is only suitable for specific sensing instruments, and does not apply to multiple data sources. At the same time, the algorithm still using a serial data acquisition method for sequentially acquiring data from multiple data sources. Until recently, in [12] propose the concept of Complex Virtual Instrument System to handle multiple data sources. However, their architectures and application areas are still restricted. The Open GIS Consortium (OGC) [13] proposes to use Programmable Underwater Connector with Knowledge (PUCK) protocol to integrate the physical instruments automatically. Although, this has solved lots of problems in system integration and development, it must modify the ocean observing instruments and add PUCK model. Doing so increases the cost of instrument manufactures as well. In summary, none of the solutions above can settle comprehensively all the mentioned problems in data acquisition of IoT systems. In this paper, according to the experiences of participation in the development of IEEE 1851, IEEE 2402 international standard and GB/T 33137-2016 national standard, we propose a data acquisition middleware based on IoT: DAQMiddleware. DAQ-Middleware can provides sensing data for IoT system of the different areas through the standardized data interface. In summary, the major contributions of this paper can be summarized as follows: a) A scalable IoT data acquisition middleware is proposed, which not only supports access to the sensing instruments with interfaces of serial, network, GPIB and USB, but also supports access to various types of databases and files with interfaces of FTP, Web Service and MQ. b) HDAA is proposed, which include a parallel data acquisition algorithm and an acquisition efficiency optimization heuristic method. c) In the application scenario and simulation environment, the data acquisition efficiency of HDAA is compared with other algorithms. The purpose of this work is reduce the development cost and improve the data acquisition efficiency. The rest of this article is organized as follows: Section 2 presents the architecture model of data acquisition system. Section 3 is an overview of DAQ-Middleware, and the HDAA is proposed in Section 4. Section 5 analyzes and compares the performance of HDAA. Concluding remarks are presented in Section 6.
Architecture model

Hierarchy model of IoT
Recently, many scholars put forward the object hierarchy model of IoT according to the different requirements, in order to facilitate the development and maintenance of IoT systems. According to [7] , as shown in Figure 1 , the object hierarchy model is divided into four layers (sensing layer, acquisition layer, management layer, and application layer). Each layer is independent of each other, and only through the data interfaces to interact between the adjacent layers. The output of a layer is the input of next level. In some cases, management and application layers are collectively called application system.
Structure model of DAQ-Middleware
As shown in Figure 2 , DAQ-Middleware is located in the acquisition layer of the IoT hierarchical model. Its functions include receiving control commands from the application system, periodically obtaining the data of data sources, and transmitting the obtained data to the application system through the standardized data interfaces. DAQ-Middleware uses Socket to communicate with application system. In different circumstances, DAQ-Middleware connects to the sensing instruments via interfaces, such as RS232, RS485, Ethernet and USB, and connects to the existing databases and data files through other interfaces, such as Web Service, MQ and FTP. 
Overview of DAQ-Middleware
This section describes the data source description model, defines the interface between the application system and the middleware, and defines the interaction between the main program and the acquisition module. It can not only provide unified monitoring data for IoT applications in different fields, but also realize the addition, deletion and modification of data sources by modifying the data source description information.
Data source description file
The data source description file (DSDF) describes all the information of the data sources that are accessed. DAQ-Middleware can obtain various information, such as attributes, interfaces and sensor parameters of the data sources by analyzing DSDF. In order to facilitate the DSDF analysis, the format of DSDF is defined. DSDF is described in XML format. DSDF contains multiple data sources, and each data source includes information of attributes, interfaces and parameters. The node of attributes holds information such as serial number (GlbID), the name of data sources (Name), the name of acquisition module (Model), acquisition module's storage path (Path), the number of sensor parameters (ParameterNum), and data sources' provider (Manufacturer). DSDF describes the ways of access, and the interface parameter's information of each data source, so that we can achieve the connection from DAQ-Middleware to the data sources. Different data sources are connected uses different interfaces, and the parameters of different data interfaces are not the same. The description of the interface information includes the RS-485, RS-232, Ethernet, GPIB, USB, Web Service, FTP and MQ. Different types of interfaces need to describe the parameters are different. For example, RS-232 needs to describe the information of serial number, baud rate, data bits, stop bits, and checksum, but RS-485 also includes the information of sensing device's address.
Interface Standardization
DAQ-Middleware is an independent system, so if you want to achieve no matter which the field of IoT can access to DAQ-Middleware, we need to standardize the interfaces between DAQ-Middleware and the application system. The communication parameter description file is used to describe the interface information, which includes four parameters: IPAddress, FilePort, ControlPort and DataPort. All these interfaces adopting Socket. For details of the interface, refer to the GB/T 33137-2016 national standard (China). 4 High-speed data acquisition algorithm for IoT
Acquisition Module
Parallel Data Acquisition
As Figure 2 shown, the main program receives data request commands from application system, which contain the sensor list of multiple sensing parameters for multiple data sources. In general (Serial Data Acquisition), the data acquisition middleware analyzes the sensor list, obtains the data sources to be acquired, and then performs the data acquisition in turn. However, as shown in Figure 3a , with the increasing number of data sources, this method leads to long acquisition cycle and low efficiency. Since the characteristics of data acquisition module are independently designed in the DAQ-Middleware, we propose a novel parallel data acquisition algorithm, aiming to improve the efficiency of data acquisition. According to the principle of computer interfaces, there is a situation in which the same interface can access multiple data sources. For example, an RS-485 interface can access multiple sensing instruments (with different addresses).
But in order to accurately analyze the returned sensor data, every time the data acquisition middleware can only communicate with a single device on the same interface. As Figure 3b shown, since data acquisition between different data sources is independent of each other, we can perform them in parallel. Let I i denote interface information, where i is the index of interface and i = 1, 2, · · · m. The data source information is defined as R j and j is the index of data source for each interface connection. The number of data sources connected to the I i interface is n i , i.e., j = 1, 2, · · · n i . As shown in Figure 3b , we define a matrix D m * n , which represents the data source information of each accessed interface, obviously, n = max(n i ), i = 1, 2, · · · m. Because different data interfaces are independent of each other, we divide the data acquisition into n rounds, and each round we acquire data from a data source on m interfaces. Note that, there is a possible situation where no data source corresponding to the elements of matrix D i,j , so we set that value 0. Otherwise, the data source's ID. The parallel data acquisition algorithm is described in detail as Algorithm 1. Algorithm 1 can in certain degree improve the efficiency of data acquisition. Ac-
Algorithm 1: Parallel Data Acquisition Algorithm
Input: Matrix Dm * n obtained from DSDF Output: Acquired sensor data and acquisition time Tm * n 1 for round j = 1 to n do (T i,j ) . Obviously, t ≤ t , and the efficiency of data acquisition is improved significantly with the increasing of the number of data sources.
Acquisition efficiency optimization heuristic method
Since different types of interfaces have different characteristics and constraints, there are different acquisition methods when we allocate instruments and interfaces. In order to improve the efficiency of data acquisition, we can adjust the matrix D m * n to reduce the total acquisition time t, while satisfying the constraints of interface attribute. This optimization problem can be described as follows.
Each data source only belongs to one interface.
We can find the optimal distribution using brute-force method. There are m n allocations. Thus, brute-force method has an exponential time complexity. Instead, we now propose a heuristic method, which can obtain a reasonable data resource and interface matching efficiently. Each round of data acquisition time is decided by t j = max
The basic idea of heuristic is to put the data sources of different interfaces with similar data acquisition time in the same round to save data acquisition time. The detailed algorithm is given in Algorithm 2. Firstly, there are often circumstances that the interfaces with different IDs belong to the same interface type, so we consolidate data sources of the same type of interface in T m * n to obtain G p * q . p is the number of interface types and q is the number of data sources owned by that type interfaces. Obviously, p ≤ m and q ≥ n. The data source communication time for each interface type is then sorted in descending order to obtain G p * q . Next, keep the columns of D i,j unchanged, and the rows gradually increasing. According to the interface I i and matrix G p * q , we assign data sources to the interface in turn, and then move to the next column. Repeat this until all the data sources are completed. Lastly, the relationship matrix D i,j is obtained between the data sources and the interfaces.
Performance comparison and analysis
In the practical application and simulation experiment scene, the performance of HDAA is analyzed and verified. 
Practical application
Experimental environment. The field of household appliances testing has a wide range of needs for IoT application systems. Table 1 summarizes the 9 data sources, which consist of sensing instruments, databases and data files (40 instruments and 410 parameters). Each data source corresponds to a data acquisition module, so we have developed a total of 9 acquisition modules, and configured each DSDF. Result analysis. DAQ-Middleware adopts Algorithm 1 and Algorithm 2. The result show that the acquisition efficiency of HDAA is five times that of serial data acquisition algorithms. We consider an IoT system where 40 sensing instruments (Table 1) are connected to the proposed middleware via 14 interfaces. The serial data acquisition algorithm sequentially obtains the data from 40 sensing instruments, while Algorithm 1 can obtain data in parallel and use Algorithm 2 to schedule the acquisition. Particularly, we sort the acquisition time of different data sources to obtain matrix G 7 * 10 . According to matrix G 7 * 10 , and adopting the acquisition efficiency optimization heuristic, D 14 * 5 is obtained. Then perform the parallel data acquisition algorithm based on D 14 * 5 , T 14 * 5 also is obtained. The time required t for HDAA to complete a data acquisition is only t = n j=1 (t j ) = n j=1 (max i (T i,j )) = 387ms, while the time required for the serial acquisition t is t = m i=1 n j=1 (T i,j ) = 1, 979ms. It is obviously that t is only about 1/5 of t . So the proposed HDAA (parallel data acquisition algorithm and acquisition efficiency optimization heuristic) can improve the efficiency of data acquisition. In addition, when the number of access instruments and interfaces increases, such enhancement is more obvious. At the same time, under the condition of satisfying the interface attribute constraints, we compare the proposed Algorithm 2 with random allocation method in the acquisition of data sources. As shown in Figure 4 , the random acquisition method is based on Algorithm 1, but use random scheduling. Its data acquisition time is lower than the serial data acquisition algorithm, but higher than HDAA. 
Simulation
Simulation environment. In order to further verify the acquisition efficiency of the algorithm in large-scale data sets, we simulated the data acquisition delay time and then compared it with different data acquisition algorithms. The article [14] analysis shows that the data acquisition delay time obeys the Gaussian distribution of N (10, 4). Ten delay time data sets are randomly generated based on the distribution. For different algorithm, the average of the acquisition efficiency on the data set was compared and analyzed.
Comparison algorithm. Compare the acquisition efficiency of different algorithms.
-Serial data acquisition algorithm (Serial): Acquire all sensing instruments one by one. -Randomly assigned parallel data acquisition algorithm (Parallel-random):
Based on Algorithm 1, the acquisition order of sensing instruments on each interface is randomly assigned. -HDAA (Parallel-heuristic): Combining Algorithm 1 and Algorithm 2, based on the parallel data acquisition algorithm, using the acquisition efficiency optimization heuristic method, the acquisition order of the sensing instruments on each interface is allocated.
Result analysis. The data acquisition efficiency of the three algorithms was compared and analyzed under different numbers of sensing instruments and different numbers of interfaces. When the number of interfaces is 10, 50 and 100, the relationship between accessing different numbers (50 − 500) of sensing instruments and the acquisition efficiency, and the ratio of data acquisition efficiency of different algorithms are analyzed and compared. The result as shown in Figure 5a , 5b and 5c, since Serial requires a long time, we use a log non-uniform interval for the ordinate.
In Figure 5a , 5b and 5c, it can be concluded that with the same number of inter- faces, as the number of sensing instruments increases, the data acquisition time increases. The time of Serial is significantly higher than the Parallel-heuristic. When the number of interfaces is 100 and the number of sensing instruments is 50 and 100, the data acquisition time is the same. Because the number of interfaces is greater than or equal to the number of sensing instruments, only one sensing instrument is connected to each interface, and the data acquisition time is the same and the efficiency is the highest. As the number of sensing instruments increases, the acquisition efficiency ratio becomes smaller between the Parallel-heuristic and the other two algorithms.
When the number of sensing instruments is 50, 250 and 500, the relationship between different numbers (10 − 100) of interfaces and data acquisition time, and the ratio of data acquisition efficiency of different algorithms are analyzed and compared. In Figure 6a , 6b and 6c, under the same number of sensing instruments, as the number of interfaces increases, the acquisition efficiency is gradually increased. Since the number of sensing instruments is constant for each experiment, the data acquisition time of Serial does not change as the number of interfaces increases. When the number of sensing instruments is 50, the number of interfaces is greater than 50, and the data acquisition time is no longer reduced. At the same time, with the increase of the number of interfaces, the ratio between Parallel-heuristic and Parallel-random is reduced, and the ratio is increased between Parallel-heuristic and Serial. In summary, the data acquisition efficiency of the Parallel-heuristic is signifi- cantly higher than the other two algorithms, and as the number of sensing instruments increases and the number of interfaces decreases, the data acquisition efficiency is more significant.
Conclusion
Based on the DAQ-Middleware, this paper analyzes the characteristics between data source and interface, establishes the mapping relationship between data source and interface, and proposes a HDAA. In the practical application and simulation, the data acquisition efficiency of Serial, Parallel-random and HDAA are analyzed and compared. The results show that HDAA greatly improves the data acquisition efficiency. What's more, with the number of sensing instruments and the data interface decreases, the data acquisition efficiency is more significant.
Considering that the IoT application system is very widely used, future work in more IoT applications will verify, compare and analyze the performance of middleware and algorithm performance.
